WH®OPMAIIMOHHAS TIAMSATKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA O®PUIIAAJIBHBIX UHTEPHET-PECYPCAX

C XakIOpIM TOJIOM MOJIOJIGKH B HMHTEPHETE CTAHOBHUTHCS OOJbIIe, a
IIKOJIBHUKKA OJIHM W3 CaMbIX aKTHBHBIX ITOJIb3oBaTenei PyHera. Mexay Tem,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M IPOOJICMBL.
DTa naMsaTKa JODKHA IOMOYb TeOe 0€30IMacHO HAXOAUTHCS B CETH.

KoMmnbrorepHbie BUPYyChI

KomnploTepHblidi BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYUTETHLHOU 0COOEHHOCTBIO KOTOPOI! SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHEe K 3TOMY, BUPYChl MOTYT MOBPEIUTH WU MOJHOCTHIO YHUUTOKUTh
BCe (pailsibl U JaHHBIE, OJJKOHTPOJIbHBIE MOJI30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amylieHa 3apa)K€HHas Mporpamma, a TakXke MOBPEIUTh WU JaXe YHUUYTOXKUTh
ONEpPALMOHHYI0 CUCTEMY CO BceMH (haiiamMu B 1eoM. B OOJbIIMHCTBE CiydaeB
pacpoCTpaHsIOTCS BUPYChI Uepe3 UHTEPHET.

MeTtoabl 3a1IUTHI OT BPEIOHOCHBIX IPOTrPaAMM:

1. Vcnionp3yil cCOBpeMEHHbIEC ONEPAIIMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBIN
YPOBEHbB 3AIIUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. IlocrossHHO ycTaHaBnuBaidW mnadyTH (UKU(pPOBBIE 3aIIaTKH, KOTOPBIE
ABTOMATUYECKH YCTAHABIMBAIOTCSA C IIEJIbI0 JOPAOOTKU MPOrpaMMbl) U ApyTue
OOHOBNIEHUsI CBOEW omepanMoHHON cucrteMbl. CkayuMBall HX TOJBKO C
odpurmanpbHoro  caiita paspaborunka OC. Ecimm  cymiecTByer — pexum
aBTOMAaTUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE IIOJ TMpaBaMU I[OJIH30BATENsS, a HE
aJIMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
VHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnone3ydd AaHTUBHPYCHBIE MPOTPAMMHBIE IPOAYKTBI HM3BECTHBIX
IPOU3BOJUTENEH, C aBBTOMAaTHUECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub PU3NYECKUI JOCTYI K KOMIBIOTEPY JJIsl HOCTOPOHHHUX JIMII;

6. Mcnonp3yii BHENIHUE HOCUTENM HMHGOpPMAIMK, Takue Kak (Ierka, JTUCK
uiu (hailsl U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKkpbIBaii KOMIIbIOTEpHBIEC (paiiibl, MOJYyYEHHbIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpbIe MpUCal TBOM 3HAKOMBIN. Jlyuiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cerun WI-FI



Wi-Fi - 310 He BUI Niepeavn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIIb OpPeHI,
mapka. Eme B 1991 romy HuaepnaHackas KOMIIaHUsS 3aperMCTpupoBaiia OpeHn
"WECA", uto o6o3nauasio cioBocoueranne '"Wireless Fidelity", xkotopsiii
NepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHH Jomiia aApyras a00peBuaTypa, KOTopas sSBISIETCS TaKOU
ke TexHojiorueil. Oto abopematypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoi TexHuku Hi-Fi, uro B mnepeBoje
O3HA4aeT "BBICOKAsI TOUHOCTD .

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENSIX M adporopTax SBISICTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIEpThI CUUTAIOT,
yTo o0menoctymnHsie Wi-Fi ceTu He ABIst0TCS 6€30MaCHBIMH.

CogeTsbl 110 0€301aCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro juuHyr0 HHpOpMAIKIO yepe3 obiieaoctynabie Wi-Fi
cetu. PaboTas B HUX, KeNaTeIbHO HE BBOJAUTH MAPOJIH JOCTYTA, JOTUHBI U KaKHe-
TO HOMEPA;

2. Vcnonp3yit 1 OOHOBIISIM aHTUBUPYCHBIC MPOTpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIIb ce0s OT 3aKaUKH BUPYCa HA TBOE YCTPOUCTRO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkmroun pyskiuro "O6mmit qoctyn K daitinam
u npuHTepam'". JlanHas (QyHKIMSA 3aKpbITa MO YMOJTYAHHUIO, OJHAKO HEKOTOPHIC
MI0JIb30BATENIM aKTUBUPYIOT €€ JUTsI YA00CTBa MCIIOIh30BaHMsI B paboTe Win yueoe;

4. He wucnonp3yit nyonuuneii WI-FI i mepenaum JuUYHBIX JTaHHBIX,
HanpuMmep ISl BbIX0JIA B COLIMATIBHBIE CETH WJIM B DJICKTPOHHYIO MTOYTY;

5. Wcnonb3yil Tonbko 3amuiieHHoe coeaunenue uepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunpHOM Tenmedone otkimoun ¢ynknuto "lTlogkimrouenue xk Wi-Fi
aproMarnuecku". He momyckail aBTOMaTU4e€CKOTO MOJKIIOYEHUsI YCTPOMCTBA K
cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmnajbHbIe CeTH

CoumasibHbI€ CETH aKTUBHO BXOJIST B HAIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUIUIHAP] YETOBEK,
qTO SIBJIAETCS OJHOM CEIbMOM BCEX KUTEJIEW IUIaHeThbl. MHOrue mojb30BaTeln He
MOHUMAIOT, YTO WH(pOpPMAIHs, pa3MEIICHHAs UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJieHA W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIhHO C
OJaruMu HaMEPEHUSIMHU.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH B COMAJIbHBIX CCTAX:

1. Orpannyb ciMcok Apy3eu. Y Te0s B Jpy3bsiX HE JOJKHO OBITh CIIy4ailHBIX



1 HE3HAKOMBIX JIIOJICH;

2. 3amuiiai CBOI YacTHYIO ®u3Hb. He yka3wiBaii mapomm, TenedoHsl, agpeca,
JaTy TBOETO POXACHUS W JPYTYIO JTUYHYIO HHPOPMANUIO. 3JIOYMBINIICHHUKA
MOTYT HCIIOJIb30BaTh Jaxe HWHEGOPMAIMI0 O TOM, KaK Thl U TBOM POJMTEIU
TJIAHUPYETE TPOBECTH KAHUKYIIBI;

3. Bamuiiail CBOIO penmyTaIuio - Iep>KH €€ B YUNCTOTE U 3a/1aBaii cebe BOmpoc:
XxoTen Obl Thl, YTOOBI JPYrH€ TMOJh30BATEIU BHJEIH, UYTO Thl 3arpykaeiib?
[Toxymaii, mpeskie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATh U 3aTrPy3UTh;

4. Ecnu TBI TOBOPULIBL C JIOJBMH, KOTOPBIX HE 3HACIIb, HE HCIOJb3YH CBOE
peasibHOe UMS U JAPYTYI0 JUYHYI0 MH(QOpPMAIMH: UMS, MECTO KUTEJIbCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemenust gotorpaduii B IHTEpHETE, TNIe Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTIPEJEIUTh TBOE MECTOIOJIOKCHHE;

6. Ilpu peructpauuu B COIMAJIBLHONW CETH HEOOXOAUMO UCIIOJIb30BaTh
CJIOHBIE TIAPOJIH, COCTOAIIUE U3 OYKB U LU U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  comuanbHOW CceTH, TMOYTHl W JIPYTUX CAWTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble napoiu. Torna eciau Te0st B3JIOMAIOT, TO 3J10yMbBIIUIEHHUKH
IIOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IeHbI'H

DONEeKTPOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIH CHOCOO TUIaTEeXEeW, OJIHAKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTST MOJIYUYUTh ITU JCHBIU.

DJIEKTPOHHBIEC JIEHBIM MOSABUIIMCH COBCEM HEJIABHO U MMEHHO H3-3a 3TOTO BO
MHOTHUX F'OCyAapCTBax JI0 CUX MOP HE MPOMUCAHO IPO HUX B 3aKOHAX.

B Poccun sxe oHM (DYHKIIMOHUPYIOT M O HUX YK€ TIPOITUCAHO B 3aKOHE, T X
pa3zeaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pelracTcss IPOBOJMTH Omeparuu 0e3
WJISHTU(PUKAITUY TTOJL30BaTENs, a B HCAHOHUMHBIX HWJICHTU(UKAIUS TI0JIb30BaTEIIs
SIBJISIETCS 00s3aTEIIHLHOM.

Takxke crnenyer pas3nuuarh OJJIEKTPOHHbIE (UATHBIE JI€HbIM (paBHBI
rOCyJapCTBEHHBbIM BAaJIOTaM) M AJIEKTPOHHbIE He(UATHBIE JEHBI'M (HE paBHbI
roCy/1IapCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHOM pabOTe C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsxu K cyeTy MOOMIIBHBIN TenedoH. ITo caMblii YAOOHBIA U OBICTPHIi
CIoco0 BOCCTAHOBUTH AOCTYyN K cuery. [IpuBsizaHHBIN TenedOH MOMOXKET, eClu
3a0yJelb CBOM IUIATSKHBIM Mapojb WIM 3aiiellb Ha CalT ¢ HE3HAKOMOIO



YCTPOWCTBA;

2. HUcnonb3yit omHopa3oBble mnaposu. llocie mnepexona Ha YCHICHHYIO
aBTOpM3aIMio Tebe yke He OyneT yrpo’kaTtb OMAcHOCTh KpPakKH WIIU TepexBaTa
MJIATEXKHOTO MaPOJIs;

3. BeiGepu cnoxubiii maposib. [IpectynHukam OyaeT HE MPOCTO yraaaTh
CJIOKHBINA 1IapoJib. HanexHplie mapomiu - 370 mapoiau, KOTOpPhIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B ce0s CTpOUHbIE M MPOIMUCHBIE OYKBBI, HUGPBHI U
HECKOJIbKO CUMBOJIOB, TaKH€ KakK 3HaK Jojuiapa, (yHTa, BOCKIMIATENbHBIN 3HAK U
t.11. Harmpumep, $tROng!;;

4. He BBOIM CBOU JIMYHBIC JaHHBIC HA CalTaX, KOTOPHIM HE JOBEPSIEIIIb.
DJIeKTPOHHAS MOYTA

DNeKTpoHHasi MoYTa - 3TO TEXHOJIOTHSI M MPEIOCTaBISIEMbIE €10 YCIyTd IO
NEPECHUIKE U MOJYUYEHHUIO IEKTPOHHBIX COOOLIEHUH, KOTOPBIE PACTIPEAEIISIOTCS B
KOMIIBIOTEPHOU ceTH. (OOBIYHO SJEKTPOHHBIA TMOYTOBBIM SAIIUK BBITJISAJINAT
CJIeIYIOIMM 00pa30M: UMS_TOJb30BaTeI(@UMS_JI0MeHa. Takke KpoMe nepeaadn
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh NIEpeiaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTE C ICKTPOHHOM MOYTOM:

1. Hago BwIOpaTh NpaBUIBHBIN TOYTOBBINM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BHIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE T0BEPATH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTUHTE;

2. He yka3zpiBaii B TM4YHOM moyTe JuuHyto nHopmaruto. Hanpumep, mydiie
BbIOpaTh "My3bIKaIbHBIN (paHaT@" unu "pok2013" Bmecto "Ttemal3";

3. Hcnonw3yil IOBYXATAlHYK aBTOPU3ALMIO. JTO KOrJa MOMHUMO MapOJs
HY>KHO BBOJUTH KO/I, TpUChUIaeMbIi 10 SMS;

4. BoiOepu CIOXHBIN Mapoib. [ KaXkI0ro MOYTOBOTO SITUKA JTOKEH OBITh
CBOU HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY MapOJb;

5. Ecmu ectb BO3MOXKHOCTH HalKCaTh CaMOMYy CBOM JIMYHBIM BOIPOC,
MCIOJIb3YH 3TY BO3MOXHOCT;

6. Hcnonb3yil HECKOJbKO IIOYTOBBIX SIIUKOB. IlepBblid IS 4YacTHOM
MEPENUCKU C afpecaTaMmu, KOTOPbIM Thl JOBEPSIEIIb. JTO AJICKTPOHHBIA aJpec HE
HAJI0 UCIOJIb30BaTh MPU PETUCTPALUU HA POpyMax U CalTax;

7. He oTkpeiBail ¢aitibl U Apyrue BIOKEHUS B MUCbMaX, JIaXXe €CIU OHU
IOPUILIA OT TBOUX Jpy3eu. Jlydine yTo4Hu y HUX, OTIPABIISUIM JIU OHU TeO€ 3TU
(aiibl;

8. Ilocne oxoH4yaHWsi pabOTHl HA TIOYTOBOM CEPBUCE TIEPENl 3aKPHITHEM



BKJIAJIKH C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeiiT".
KuOepOyaimHr uiim BUPTYyaJbHOE U31€BATEIHLCTBO

KubepOymimar - npecae0BaHue COOOIIICHUSAMMU, coJepKaIluMHU
OCKOpOJICHUS, arpeccuro, 3aIyTrUBaHUC; XYJUTAHCTBO; COLIMAJILHOE
OOHWKOTHPOBAHHUE C TIOMOIILIO PA3TNIHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiicst B 60#. JIydmmii cmoco6: mocOBETOBATHCS Kak ce0si BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOWUTHCS. Eciau T
HAYyHEIIb OTBEYaTh OCKOPOJEHUSMHU Ha OCKOPOJICHHUS, TO TOJIbKO emle OoJiblie
pa3oACKeIb KOH(IIHKT;

2. Yrpasnsii cBoel kubeppermyTaiuei;

3. AHOHMUMHOCTh B ceTd MHUMas. CyIllIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 332 aHOHHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJauraHCKUWA oOpa3 BHUpPTyaslbHOW >KU3HU. HHTEpHeT
buKcUpyeT BCe TBOM JEUCTBHS W COXpaHSICT UX. YJIUTh UX OyIeT KpaitHe
3aTPYAHUTEIIBHO;

5. CoOmro1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupy#t enuHuuHbIM HeraTuB. (OIHOpPA30BBIE OCKOPOUTEIHHBIC
cooOleHust Jydine UrHopupoBatb. OOBIUHO arpeccusi TpeKpallaeTrcs Ha
Ha4yaJIbHOU CTAJUH,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIECHUSMU, B
COLIMATIBHBIX CETSIX €CTh BO3MOXXHOCTH OJIOKMPOBKM OTIPAaBKH COOOIIEHUH C
OTIpe/ICTICHHBIX a/IPECOB;

8. Ecnu ThI cBuzerens kubepOyiumnra. TBou NEHCTBUS: BBICTYIUTH MPOTUB
[peciieioBaTess, I0Ka3aTb €My, 4YTO €ro JACHCTBUS OLICHUBAIOTCSA HETAaTUBHO,
NOAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTMYECKasi MOMOIb, COOOIIUTH
B3pOCIBIM O (PaKTe€ arpeCCUBHOTO MOBECHUS B CETH.

MoOwibHbIN TesedoH

CoBpemeHnHbIe cMapT(hOHBI U TUIAHIIETHI COJEpKaT B ce0e BIIOJIHE B3POCIIbII
GbyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPUPOBaTh CO CTAaIllMOHAPHBIMHU
KoMmbioTepamu. OJTHAKO, CPEJCTB 3aIUTHI IS IMOJOOHBIX YCTPONCTB IOKA OYEHB
Masio. TectupoBaHHE€ W TIOMCK YSI3BUMOCTEH B HHUX IIPOMCXOAUT HE TakK
WHTEeHCUBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMJIBHBIX MPUJIOKEHUM.

CoBpemeHHbIe MOOWIbHBIE Opay3ephl yKe MPAKTUYECKH JOTHAIN HACTOJIbHbIE
aHaJOTH, OJHAKO pacliMpeHre (yHKIMOHANa BJEYeT 3a co00il OOJBIIYIO



CJIOKHOCTDb 1 MCHBIINYIO 3aIMUIIICHHOCTD.

Jlaneko He Bce MPOM3BOJUTENN BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOUCTB.

OCHOBHBIC COBETBI JUIISL 0e301acHOCTH MOOMJIBHOTO TCJ'IC(bOHa:

Huuero He sBisieTcst mo-HacrosimieMy OecriaTHbIM. Byanb OCTOpOXKeH, Belb
Korja Tede mpeasaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-
TO TUUIATHBIC YCITYTH;

Hymaii, npexae yem otnpaBuTh SMS, ¢oTo win Buaeo. Thl TOUHO 3HAEIb,
r7ie OHU OyJyT B KOHEUHOM UTOre?

Heo0xo1umMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(dhoHa;
Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUIsI MOOMJIBHBIX TeJIe()OHOB;

He 3arpykaii mpuiaoXKeHHS OT HEHM3BECTHOIO HMCTOYHHMKA, BEIb OHH MOTYT
coZiepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHHE;

[Tocne Toro xak Thl BBIWJEIIbL C CalTa, TJi€ BBOAWI JUYHYIO HMH(OpMAIHIO,
3aiii B HACTPOIKK Opay3epa u yjaaiu cookies;

Ilepnonuyecku npoBepsiii, KaKue IIATHBIE YCIYyTM aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBoil HOMEp MOOMJIBHOTrO TejedoHa TOJIBKO JIIOJSM, KOTOPBIX ThI
3Haellb U KOMY JIOBEpsIeIIb;

Bluetooth momxeH OBITH BBIKIIOYEH, KOTJa Thl UM HE MOJb3yemibcs. He
3a0bIBail MHOT 1A IPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE  OHJAMH-UTPBI - 3TO  KPACOYHBIE,  3aXBaTbIBAIOIIHE
pa3BiieueHus, OOBEIUHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mmupy. Urpoku
UCCJENYIOT JaHHbIA UM MHp, OOIIAIOTCSA JIPYr C JIPYroM, BBIMNOJHSIOT 3aJaHus,
CpaXKaroTCsl C MOHCTPAMHM M IIOJY4YarOT OMNBIT. 3a YAOBOJBCTBUE OHU ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM MTPUOOPETAIOT KaKHE-TO OIMIUH.

Bce atu cpeacTBa uayT Ha MojjepKaHUE U Pa3BUTHE UTPHI, a TAKKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPHU3AIlMU, BBIITYCKAIOTCS HOBBIE
natyu (1udpoBbie 3amIaTKy 7151 IPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mono0HBIX Hrpax CTOUT omacaThCsi HE CTOIBKO CBOUX COTIEPHUKOB, CKOJIBKO
KpaXXyu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHUCTeMa aBTOpU3aIlMi OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOET'O HUI'POBOT'0 aKKayHTa:



1. Eciiu npyro#t urpok BenmeT ceOs TUI0OXO0 WM CO3aeT Tebe HENMPHUSITHOCTH,
3a0JIOKUPYH €T0 B CIIMCKE UTPOKOB;

2. Iloxanyiics aAMUHUCTPATOPAM HUIPbl HAa IUIOXOE MOBEJECHHUE ITOTO UIPOKa,
YKEJIATEJIbHO NPWJIOKNATHh KAKME-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3spiBail 1uuHy0 HH(OOpMaIIUIO B Ipodaiisie Urphi;
4. YBaxkall Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmBait HeopuITMaabHBIC TTATIYH ¥ MOJIBI,

6. Mcrionb3yil CII0KHBIE U Pa3HbIE TAPOJIH;

7. JJaxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [IoKa ThI Urpaems,
TBOM KOMIIBIOTEP MOTYT 3apaA3UTh.

@OUIIHHT WA Kpazka JUIHbIX JAHHbIX

OOBIYHOM Kpakel JieHeT U JOKYMEHTOB CETOJHS YK€ HUKOTO HEe yAUBHUIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEMECTHUINCh B
WHTEPHET, U MPOJA0JIKAIOT 3aHUMAThCA "MIOOUMBIM" JICTIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WU (DUIIHMHT,
TJIaBHAsl 11€7Tb KOTOPOTO COCTOMT B TIONYYCHHHM KOH(MUIEHIIMATbHBIX JTaHHBIX
MOJIb30BaTeNIe - JOTMHOB U mapoJtiei. Ha anrmuiickom si3bike phishing uurtaercs
kak ummmHr (0T fishing - peiOHas jg0Bs, password - mapoJsb).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Ecnu ThI TIOAO3peBaelib, YTO TBOS aHKETa
Obuta  B3IIOMaHa, TO HeoOXoauMo  3a0JOKHMpOBaTH €€ U COOOILIUTH
aIMHHHCTpPATOpaM pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. Wcnonb3yii Oe3omnacHbie BeO-CalThl, B TOM YHMCJIE, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Hcmone3yil ciloXHBIE W pa3Hble Tapoiu. Takum oOpa3oM, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIILICHHUKH TOJY4aT JIOCTYI TOJBKO K OJHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;

4. Ecimu T1ebOs B3JIOMaIM, TO HEOOXOAWMO TMPEayNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIC 00aBIEHbI y TeOsI B APY3bSIX, O TOM, UTO T€OS B3JIOMAIIH H,
BO3MOKHO, OT TBOETO UMEHU OYyJIET pacChlIaThCs CIIaM M CChUIKU Ha (DUIIIMHTOBBIC
CaWTHhI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOUbHBIN TenedoH;

6. OTKIIIOYH COXPAaHEHHE MapoJis B Opay3epe;



7. He otkpeiBail ¢aiibl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
IOPUILUIM OT TBOMX JApy3eil. Jlydie yTo4HM y HUX, OTHPABISIIM JIK OHU TeOe 3TU
(aitiibl.

Mudposas penyranus

[udposas penmyramnus - 3T0 HETaTUBHAS WM TIO3UTUBHAS HHPOPMAIIHS B CETH
o tebe. Kommpomerupytromas uHbOpMaIMs, pa3MEIIeHHas B UHTEPHETE, MOXKET
CEepPhE3HBIM O00pa3oM OTpa3uThCd Ha TBOeW peanbHON ku3HU. "lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIM (popmupyercs u3 nndopmaiuu o Tede B
WHTEPHETE.

TBOE MeCTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH
XapakTepa U paccKasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJUKALMKM JIMYHOU
uHpopmanuu B MHTEepHETE, HE MOHUMAas BO3MOXHBIX MocieAcTBU. Thl naxe He
CMOXeEITb J0TagaThcsi 0 TOM, uTo (oTorpadusi, pazMenieHHas S5 JeT Ha3aj, craja
MPUYMHON OTKa3a MPUHATH T€0s Ha paboTy.

KommenTapuu, pa3menieHue TBoux ¢GoTorpaduii ¥ Ipyrue TEUCTBUS MOTYT
HE WMCYE3HYTh Ja)Xe IOCJAe TOro, Kak Thl WX yAaluIib. Thl HE 3HACIIb, KTO
COXpaHWJI OTy HWHGOPMAIMIO, T[OMaja JU OHAa B IIOMCKOBBIC CHCTEMBI U
COXpaHWIACh JIU OHA, a TJABHOE: YTO TMOAYMAalT O TeOe OKPYXKAIOIIUE JIOJIH,
KOTOpbIE HAWIYT U YBUAAT 3T0. HaliTh nHQpOpMaIMIO MHOTO JIET CIYCTS CMOKET
100011 - KaKk U3 T00phIX OOYKICHHM, TaK U C HAMEPEHHEM ITPUYUHUTH BpPEa. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOM pemyTallUu:

1. [Togymaii, mpexkae yeM 4To-To MyOJMKOBATh U MepeiaBaTh y ce0s B OJore
WJIH B COIIMAJILHOM CETH;

2. B mnactpoiikax mnpoduiis yCTaHOBM OTPAaHHYCHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiaid ero ToJbKo "1jis Apy3eit'”;

3. He pa3Memaii u He yka3bpiBail HHGOPMAIIMIO, KOTOpPask MOXKET KOTr0-THOO
OCKOPOJISITH MM OOMIKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJIBHUKH - AaKTUBHBIE IIOJIb30BAaTeNH  LU(pPOBOTO
npoctpancTBa. OJHAKO Janeko He BCE 3HAIOT, YTO IMOJb30BAHHE MHOTMMHU
BO3MOXHOCTSIMM  LM(ppoBOoro  Mupa TpedyeT coOMoAeHHs TpaB  Ha
MHTEIJIEKTYyaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIUIEKTyallbHasi COOCTBEHHOCTBH' OTHOCHUTCS K Pa3JIMUHbIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HauyMHasi C HOBBIX H300pPETEHH M 3HAKOB,



0003HaYarOMUX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U 3aKaHUYMBasi KHUTAMH,
dboTorpadpusiMu, KHHOPUIEMAMH U MY3bIKAJIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO paBa HA HHTEJUIEKTyaJIbHYIO COOCTBEHHOCTHh Ha
IPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYIAOT B
KayecTBE TapaHTUU TOTO, YTO WHTEUIEKTYyaJIbHBIN/TBOPUYECKUI TPYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeJIUBBIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpPyAd, MOJYYUTh W3BECTHOCTh M Npu3HaHue. Hukro 0e3
paspellieHuss aBTOpa HE  MOJXET  BOCIPOU3BOAUTL €r0  IIPOU3BEICHHUE,
pacnpocTpaHsATh, MyOJIWYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
NyCKaTh B MPOKAT, IMMyOJMYHO HCIOJHSTH, MOKA3bIBATH/UCIOIHATh B 3QuUpe HiIn
pasMeruars B MIHTEepHeTE.

Hcnonb3oBanue "muparckoro” nporpaMMHOr0 00ecredeHus MOXKET MPUBECTH
K MHOTMM PHUCKaM: OT MOTEPH AAHHBIX K TBOMM aKKayHTaM J10 OJIOKUPOBKHU TBOETO
YCTPOMCTBA, TJ€ YCTaHOBJIEHA HejerajibHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JErajbHble M O€CIJIaTHBIE MPOTrpaMMbl, KOTOpPBIE
MOYKHO HAUTHU B CETH.

O noprane

CeteBU4OK.p( - TBOI IIaBHBIN COBETYMK B CETHU. 3/1€Ch Thl MOXKEITh Y3HAThH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TaK)Ke MPUHATH ydyacThe B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBBIM IpakIaHUHOM !



	Компьютерные вирусы
	Сети WI-FI
	Социальные сети
	Электронные деньги
	Электронная почта
	Кибербуллинг или виртуальное издевательство
	Мобильный телефон
	Online игры
	Фишинг или кража личных данных
	Цифровая репутация
	Авторское право
	О портале

